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Who Am I?

John the Ripper
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deadbeef

d00df00d Target Hashes

The Cloud

The Cluster

Icons
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State of “Cloud Cracking”

Amazon’s EC2 GPU Cluster instances
($2.10/hr for two ancient nVidia GPUs)

Thomas Roth’s Cloud Cracking Suite (MIA)

Moxie’s WPACracker Cloud Service

Roll your own?
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Non-disclosure of Hashes
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Linkedin?
eHarmony?

Last.FM?
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Cryptohaze Multiforcer

• GPLv2

• Linux, Windows, OS X

• CUDA, OpenCL, CPU

• C++ Framework

• Integrated Network Support
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Compute Nodes
Dedicated or Desktop

GPU or CPU
Local or Internet

--enableserver
--serveronly

--remoteip=[hostname]
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Amazon EC2 Benchmarking
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Amazon EC2 Benchmarking
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But...

cc1.4xlarge

cg1.4xlarge

AMD 6990

0 2500 5000 7500 10000

Cracking Rate (M/sec)

15



Rainbow Tables

Unsalted hashes only?
Or static salts...
“Administrator”
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WebTables
“Tables in the Cloud”
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WebTables

• Instant access - no table downloads!

• Faster table searching

• Supports very large tables

https://webtables.cryptohaze.com
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Defenses

• Salt your passwords

• Salts MUST be fully random!

• Iterate your hashes
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Final Thoughts

• Be Excellent!

• Open Source enhances resumes

• It takes time to be good

• Salt your passwords

• http://plaintextoffenders.com/
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Ways to find out more

• cryptohaze.com

• webtables.cryptohaze.com

• bitweasil@cryptohaze.com

• #cryptohaze on irc.freenode.net
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